A Study on the Malware Classification

Using Deep Learning and

the Detection of Encrypted Files
through the Transformation of
Grayscale Images
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» Symbol Of| S2Xt=* L # {{}, [ = =&
Symbol Range ]‘»-*Ialn-'are_ Normal |
Frequency Frequency
1~30 11.62% 33.10%
31 ~ 100 13.12% 18.47%
1101 ~ 800 51.39% 17.91% |
801 ~ 1000 23.87% 21.10%
1~30 6.43% 27.73%
) 31 ~ 100 12.05% 22.33%
) 1101 ~ 800 55.08% 26.25% |
801 ~ 1000 26.45% 23.68%
1~ 30 4.94% 19.20%
31 ~ 100 11.05% 20.61%
[ 1101 ~ 800 54.42% 30.01% |
801 ~ 1000 29.59% 25.78%
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Symbol Range Malxx-'are_ Normal _
Frequency Frequency
1~ 30 11.62% 33.10%
, 31 ~ 100 13.12% 18.47%
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801 ~ 1000 23.87% 21.10%
1~ 30 6.43% 27.73%
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NULL
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NULL
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NULL
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NULL
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def imgConv_Btn_function(self):
print("[*] Image Conversion")
fileCnt = @
saveFileCnt = @
for{path, dir, files) in os.walk(self.filePath.text()}:
for filemame in files:
ext = os.path.splitext(filename)[-1]
fileCnt += 1
print{"[%d] %s\%s" % (fileCnt, path, filename})

fileSize = os.path.getzize(path+' /' +filename)

# IME{1224KE) ~ 208MB

saveFilelnt += 1

binaryData = getBinaryData(path+'/'+filename)

print({" size: ", fileS5ize, "/ sgrt: ",
{int)(math.sgrt{filesize)})

grayscaleImg = Image.new(

grayscalelmg,.putdata(binaryData)

# grayScaleImghame = filename + ".png"

grayScaleImghame = "MNormal™ +
strizaveFileCnt) + "-"

grayscalelmg.zave(grayscaleImghlame )

print("[*] Image Conversion END")
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https://github.com/devgunho/Malware_Image_Classification/tree/master/Grayscale_Image_Converter_[PyQt]
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» XX 2| Parameter 2/ 37| 2ol CHS1t ZO| OO = 2E =T
batch size steps per epoch epochs validation steps validation accuracy
1st. 20 100 30 50 86.70%
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